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NETWORK INTELLIGENCE

NETWORR AT SCALE

When the network becomes an intelligence challenge

From seeing incidents to understanding, predicting, and acting.



| CONTENTS

Presentation flow: from network scale to Al-assisted proactive operations

01 Network at Scale 06 From Alarm to Action

The operations challenge as network scale grows From alerts to diagnosis and recommendations
02 Operating at Network Scale 07 Customer Experience

Alert storms and the limits of manual handling Connect customer complaints with network data
03 Al for Early Warning 08 Study case FTTH

Track baselines and detect anomalies Shorten FTTH incident diagnosis time
04 Anomaly Classification Flow 09 Key Takeaways

Classify spam/anomalies before alerting Key messages for Al-native network operations
05 Event Correlation

Reduce thousands of alarms to oneroot cause



https://gamma.app/?utm_source=made-with-gamma

I 01 - Al for Network Infrastructure Operations

At Viettel scale, the challenge is no longer just seeing incidents

100,000+ BRI 10 million

DEVICES VENDOR INTERFACE

SCALE 01 SCALE 02 SCALE 03

The new bottleneck is understanding and processing millions of signals fast enough.
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I 02 - The Challenge: Operating at Network Scale

As data grows exponentially, alerts become a storm

10 million interfaces Many alerts
Generate millions of monitoring data points. Appear at the same time.
Engineers Customers

Must correlate multiple systems before reaching a conclusion. Sometimes detect the issue before the NOC,

Al must become the first processing layer.
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I 03 - Al for Early Warning

CONCURRENT INTERFACES

Humans cannot watch 10 million charts. Al
can monitor them simultaneously.

Al can monitor 10 million interfaces at the same time

Collect

Data from 10

million interfaces.

Learn

By hour, day,
and traffic
pattern.

Detect Localize

Deviations and Early warning

anomalies. for abnormal
interfaces.
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| 03 - Al for Early Warning

|W Push data

Data Raw

Spam Classification

No

>

Anomaly Classification

23HNZ022 14:27-09

TRAFFIC IN: 407 1 Mbps
TRAFFIC OUT: 204 Gbps
PACKET ERROR : 0 phis

0.4 pis

0.3 pits

0.2 phts

221072023 18:07:32

TRAFFIC IN

TRAFFICOUT Max 3

22102023 22:07:32
B TRAFFIC N [ TRAFFIC OUT [ PACKET ERROR
Mbps Aug: 380.82 Mbps Cur: 421
Gbps Awp: 1.7 Gbps Cur

23/10/2023 02:07:32 2311072023 06:07-32

13 Mbps Percentie(@5th): 526.31 Mbps
140 Gogs Percentie(5th): 3.2 Gbps

237102023 14:07:32 2310/2023 18:07:33

FOIPKV_METRO_AGG_10G

HPGO0Z7AGGOZ2%10.214.127 68
we-3 %R AGGSRT_HPGDZIZSRTO3 ee-1/31

Alarm thing gidng thod man 2/3 didu kién
Time: 23/ 1002023 10:07:32

386G

G
250
26
156G
1G5
[
)

S00M e W-WJHW‘J%MW“’N
a

10:07 14:07 18:07 2207 02:07 08-07 10:07 14:07
Al analyze ( traffic_in ) : Ancrmal

b Mommal e Anormal B Spam & Comfirm & Follow

0.8 pki=
0.7 pkt=
0.8 pkt=
0.5 pkt=
0.4 pki=
0.3 pkt=
0.2 pkt=
0.1 pkt=
0 pixts

18:07

&  Ticket




I 04 - From Anomaly Detection to Incident Correlation

1,000 alerts may point to just one incident

Backbone link down BGP down Traffic reroute Congestion and
service degradation

CORRELATE Al turns 1,000 alarms into 1incident and 1

Thousands of alarms are linked back to a single root cause. root cause.
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I 05 - FROM ALARM TO ACTION

Alert chain — Related data — Root cause — Recommmended action

Alert Data Root cause Action

Read the signal chain. Gather relevant Correlate and Recommend next steps.

Al proactively context. diagnose.
a n a l\lz e S a le rt S K&t luan: CRC dimg im qua 5 &in Idy mau — nghi 13i cii (counter tich luy tir trudc khi interface up). Port Up, Rx binh thuing (-10.605 dBm), CRC rét thip (2163) so vdi tdng input emors (817 triéu). Dy 13 16i ol da 6n dinh.

BAO CAO THONG TIN LOI

. Hién tuong: Canh bio CBS Packet Error trén interface HundredGigE0/6/0/3 tai thiét bi HHT9603CRT27 (ASR9922), i tri packet_error = 87.5 (nguding 0.5), phét sinh 07/10/2026 06:13.
2. Anh huding: Interface HundredGigE0/6/0/3 thudic bundle id 26 dang Up, c6 2163 I3i CRC tich Iuy nhung port vin hogt ddng, dich vy trén bundle khong bi gidn doan nhung chét lugng link c6 thé bi anh huding néu 16i tang
. Nguy co: Néu 15i CRC tang tiép o thé dan dén giam chat luong truyén din, tang ty I8 15i packet, géy nghén hoac gidm hiéu suat bundle, nquy co chuyén sang trang thsi down néu I3i vat Iy nghiém trong hon.
. Nguyén nhérn: CRC dimg im qua 5 fan do (A=0), cdng sudt Rx binh thudng (-10.605 dBm), last flapped 10w4d - nghi 16i ¢ tich luy tir trudc khi interface up, khdng phai 16i vat 1y dang xdy ra.
. Hanh ddng: Clear counter CRC, theo ddi 24h néu khbng tang lai thi 36ng alarm; néu engineer d3 ki€m tra thuc 1€ port vat Iy binh thuding (Rx dBm OK, cap/module 6n) thi ¢6 thé déng alarm ngay.

Chi tiét chan doan
HundredGigE0/6/0/3 @ HHT9603CRT27

Thiét bic 10.73.152.37, Cisco ASR9922

Phan | RC rit thap - theo ddi — CRC dmg im, nghi 13i cli

Myic uu tién: P3

Hanh déng: Clear counter, theo déi 24h

B1 module: Vendor: ETU-Link, Part: EQ23110X-3LCD10, Seriak ESC21LR4460526

B2.1 trang théi: Up, Line Protocol Up

B2.2 chng suat Tx/Rx: Tx = -4.306 dBm, Rx = -10.605 dBm — odng suat binh thudng

B2.3 counter I15i: CRC 2163, Align 0, Giants 2, Runts 0, Frame 0 — CRC rat thap so vai 817 tniéu input emors, pattem khong tang
B2.3 bis CRC trend: A=0 qua 5 lan — Bimg im
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] 06 - Al OPERATIONS

\" Dashboard Vv Monitor NOC Pipeline Vv AlAgent VvV
Da @ d X Skill management X Alarm chaining X [ EUENEEIU I EP

/ 7608419 - RS LOI
Y 7608414 - NDER THRESSHOLD - BW - K ) GigabitEthem
) 7608413 FORM-FCA-2-RE, 23.IGW.ASR22.05.
Y 7608415 - CBS.LOWER 20% THAN PREVIOUS - HLC9105.CGNAT.MX960.13_re0 - 3832
7608416 - CBS.LO! 70% THAN PREVIOUS - NAN8102BRA01_REO - xe-4/3/1.4010
- Interface down - DTPO00SAGGO1 - GigabitEthemnet6/0/4
nterface down - BDGOO40AGGO2 - TenGigE!
SWITCH_CRC_ERROR (don thiét bi 0SS,
@ 7605806 - Server 10. 51.24-25, 10207.151.27(K12 Online) canh béo Solr replic
Dut cap - QNHO106DWP11, QNH1123DWP11( DWP11(A)
Suy hao - CTO3004DWRA41
- Loi Kenh - 1AV9102DW112
7608405 - Interface down - HLC9105PRT04 - Bundle
P 7608404 - DOWN BGP_changed from I IDLE - Protocol - TTH8003/
7608406 - Voltage exceeded the upper prealarm limit - QNI0075AGGO1
@ 7608403 - UPG Connectivity Management, Connection to Data Repository is Down (d

@ 7606761 - CBS.Packet Error - HHTI603CRT27.PEPS.ASR22.03 - HundredGigEQ/6/0/3

@ 1 80 o0

Chaining ID Priority
7606761 70%

Device code Device IP
HHT9603CRI27 10.73.15237

Settings Vv

B Thishe b e i o oo e
« B4 Thude bundle id 26 mode active

K&t ludn: CRC dimg im qua 5 f&in 13y mau ~ nghi I3i cii (counter tich luy tir trucic khi interface up). Port Up, Rx binh thuting (-10.605 dBm), CRC rét thip (2163) so vi tdng input errors (817 triéu). Dy 13 18i o 6a 6n dinh.

BAO CAO THONG TIN LOI

1. Hién tuong: Canh bdo CBS Packet Error trén interface HundredGigE0/6/0/3 tai thiét bi HHT9603CRT27 (ASR9922), gid tri packet_error = 87.5 (nguding 0.5), phét sinh 07/10/2026 06:13

2. Anh hudng: Interface HundredGigE0/6/0/3 thudc bundle id 26 dang Up, c6 2163 I6i CRC tich Iy nhung port vin hoat ddng. dich vy trén bundie khdng bi gidn doan nhung chét lugng link 6 thé bj dnh huding néu 16i tang.
3. Nguy ca: Néu I5i CRC tang tiép o6 thé diin dén giam chat luong truyén dan, ting ty Ié 16 packet, géy nghén hodc gidm hiéu sust bundle, nquy oo chuyén sang trang théi down néu I3i vat Iy nghiém trong han.

4. Nguyén nhén: CRC ding im qua 5 [3n do (A=0), cdng sudt Rx binh thudng (-10.605 d&m), last flapped 10w4d - nghi 164 cil tich luy tir truéc khi interface up, khéng phdi 15i vt iy dang xdy ra.

5. Hanh ddng: Clear counter CRC, theo ddi 24h néu khéng ting lai thi 6ng alarm; néu engineer d3 kiém tra thuc t& port vat Iy binh thubing (Rx dBm OK, cAp/module 6n) thi c6 thé déng alarm ngay.

Chi tiét chan doan
HundredGigE0/6/0/3 @ HHT9603CRT27

Thiét bi: 10.73.152.37, Cisco ASR9922

Phin loai: CRC rit thdp - theo d6i — CRC dimg im, nghi 13i ci

Miic wu tién: P3

Hanh déng: Clear counter, theo ddi 24h

B1 module: Vendor: ETU-Link, Part: EQ23110X-3LCD10, Seriak ESC21LR4460526

B2.1 trang théi: Up, Line Protocol Up

B2.2 cbng sudt Tx/Rx: Tx = -4.306 dBm, Rx = -10.605 dBm — cfing suét binh thudng

B2.3 counter I5i: CRC 2163, Align 0, Giants 2, Runts 0, Frame 0 — CRC rét thap so vdi 817 triéu input errors, pattem khong tang
B2.3 bis CRC trend: A=0 qua 5 lan — Bifng im

Lin Timestamp (HH:MM:SS) Gid tri CRC
07:49:57
07:50:16
07:50:34
07:50:53
oSN

B3 flap / cause: Last link flapped 10wdd — khéng flapping gin day
* B4 bundle/LAG: Thudc bundle id 26 mode active
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I 07 - Al for Customer Experience: From Complaints to Network Insights

AI / WORKFLOW

From signal to diagnosis RESULT

Root Cause
|dentified

01 - Topology

Map service paths and devices
POWER FAILURE

02 ’ CLl / API FIBER CUT
Customer complaint Read real-time network state OPTICAL
DEGRADATION

03 - Correlation

Actionable result

One symptom — many possible
causes Correlate alerts and customer complaints
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e __________________________________________________________________________
I 08 - Case Study: From “No Internet” to Root Cause

FTTH case: from “No Internet” to the right root cause

Complaint / Breakpoint > Target diagnosis time: from 10-15 minutes to a few seconds
Topology lookup > Power failure at customer premises
Subscriber fiber cut
Device diagnosis > Severe optical degradation
Major-impact critical fault
Al identifies the root cause >
¥ @ O @ Al Agent O+ =80 @ C o O Q -, +
MetChat Triggerl Chat ModaF Memaory . Too HTTP Request Code in JavaScript Post a message
2

MNetMind Gateway




| 09 - KEY TAKEAWAYS

From monitoring the network
To understanding the network.

01 SEE EARLIER

Detect abnormal behavior
before it becomes an incident.

02 UNDERSTAND DEEPER

Correlate alarms, network data
and customer complaints.

03 OPERATE SMARTER

Turn network insights into
faster, better decisions.

Al does not replace network engineers. It amplifies their ability to operate at scale.
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