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Realities of DDoS Attacks – 2025

increase daily attacks

5%

Source: 
2025 Corero  DDoS Threat Intelligence Report - https://www.corero.com/threat /
https:// thehackernews.com /2025/09/cloudflare -blocks -record -breaking -115.html
https://unwire.pro/2025/09/03/cloudflare -blocks -record -breaking -11-5-tbps -ddos/security/
https:// techcommunity.microsoft.com /blog/ azureinfrastructureblog /defending -the -cloud -azure -neutralized -a-record -breaking -15-tbps -ddos -
attack/4470422

of attack 

< 10 minutes

86%

Increase in multi-vector 

attacks

60 sec vector changes

13%

https://www.corero.com/threat/
https://www.corero.com/threat/


Realities of DDoS Attacks – 2026

Need a solution which is real -time, high scale and cost -
effective



Cost of Damaging DDoS Attacks

https://mazebolt.com/blog/cost -of -damaging -ddos -attacks -in-2025 -annual -trends -report?utm_source=substack&utm_medium=email
https://www.gtt.net/us -en/resources/blog/navigating -the -surge -effective -strategies -for -ddos -mitigation -in-2025 -and -beyond/

https://mazebolt.com/blog/cost-of-damaging-ddos-attacks-in-2025-annual-trends-report?utm_source=substack&utm_medium=email
https://mazebolt.com/blog/cost-of-damaging-ddos-attacks-in-2025-annual-trends-report?utm_source=substack&utm_medium=email
https://mazebolt.com/blog/cost-of-damaging-ddos-attacks-in-2025-annual-trends-report?utm_source=substack&utm_medium=email
https://mazebolt.com/blog/cost-of-damaging-ddos-attacks-in-2025-annual-trends-report?utm_source=substack&utm_medium=email
https://mazebolt.com/blog/cost-of-damaging-ddos-attacks-in-2025-annual-trends-report?utm_source=substack&utm_medium=email
https://mazebolt.com/blog/cost-of-damaging-ddos-attacks-in-2025-annual-trends-report?utm_source=substack&utm_medium=email
https://mazebolt.com/blog/cost-of-damaging-ddos-attacks-in-2025-annual-trends-report?utm_source=substack&utm_medium=email
https://mazebolt.com/blog/cost-of-damaging-ddos-attacks-in-2025-annual-trends-report?utm_source=substack&utm_medium=email
https://mazebolt.com/blog/cost-of-damaging-ddos-attacks-in-2025-annual-trends-report?utm_source=substack&utm_medium=email
https://mazebolt.com/blog/cost-of-damaging-ddos-attacks-in-2025-annual-trends-report?utm_source=substack&utm_medium=email
https://mazebolt.com/blog/cost-of-damaging-ddos-attacks-in-2025-annual-trends-report?utm_source=substack&utm_medium=email
https://mazebolt.com/blog/cost-of-damaging-ddos-attacks-in-2025-annual-trends-report?utm_source=substack&utm_medium=email
https://mazebolt.com/blog/cost-of-damaging-ddos-attacks-in-2025-annual-trends-report?utm_source=substack&utm_medium=email
https://mazebolt.com/blog/cost-of-damaging-ddos-attacks-in-2025-annual-trends-report?utm_source=substack&utm_medium=email
https://mazebolt.com/blog/cost-of-damaging-ddos-attacks-in-2025-annual-trends-report?utm_source=substack&utm_medium=email
https://mazebolt.com/blog/cost-of-damaging-ddos-attacks-in-2025-annual-trends-report?utm_source=substack&utm_medium=email
https://mazebolt.com/blog/cost-of-damaging-ddos-attacks-in-2025-annual-trends-report?utm_source=substack&utm_medium=email
https://mazebolt.com/blog/cost-of-damaging-ddos-attacks-in-2025-annual-trends-report?utm_source=substack&utm_medium=email
https://mazebolt.com/blog/cost-of-damaging-ddos-attacks-in-2025-annual-trends-report?utm_source=substack&utm_medium=email
https://www.gtt.net/us-en/resources/blog/navigating-the-surge-effective-strategies-for-ddos-mitigation-in-2025-and-beyond/
https://www.gtt.net/us-en/resources/blog/navigating-the-surge-effective-strategies-for-ddos-mitigation-in-2025-and-beyond/
https://www.gtt.net/us-en/resources/blog/navigating-the-surge-effective-strategies-for-ddos-mitigation-in-2025-and-beyond/
https://www.gtt.net/us-en/resources/blog/navigating-the-surge-effective-strategies-for-ddos-mitigation-in-2025-and-beyond/
https://www.gtt.net/us-en/resources/blog/navigating-the-surge-effective-strategies-for-ddos-mitigation-in-2025-and-beyond/
https://www.gtt.net/us-en/resources/blog/navigating-the-surge-effective-strategies-for-ddos-mitigation-in-2025-and-beyond/
https://www.gtt.net/us-en/resources/blog/navigating-the-surge-effective-strategies-for-ddos-mitigation-in-2025-and-beyond/
https://www.gtt.net/us-en/resources/blog/navigating-the-surge-effective-strategies-for-ddos-mitigation-in-2025-and-beyond/
https://www.gtt.net/us-en/resources/blog/navigating-the-surge-effective-strategies-for-ddos-mitigation-in-2025-and-beyond/
https://www.gtt.net/us-en/resources/blog/navigating-the-surge-effective-strategies-for-ddos-mitigation-in-2025-and-beyond/
https://www.gtt.net/us-en/resources/blog/navigating-the-surge-effective-strategies-for-ddos-mitigation-in-2025-and-beyond/
https://www.gtt.net/us-en/resources/blog/navigating-the-surge-effective-strategies-for-ddos-mitigation-in-2025-and-beyond/
https://www.gtt.net/us-en/resources/blog/navigating-the-surge-effective-strategies-for-ddos-mitigation-in-2025-and-beyond/
https://www.gtt.net/us-en/resources/blog/navigating-the-surge-effective-strategies-for-ddos-mitigation-in-2025-and-beyond/
https://www.gtt.net/us-en/resources/blog/navigating-the-surge-effective-strategies-for-ddos-mitigation-in-2025-and-beyond/
https://www.gtt.net/us-en/resources/blog/navigating-the-surge-effective-strategies-for-ddos-mitigation-in-2025-and-beyond/
https://www.gtt.net/us-en/resources/blog/navigating-the-surge-effective-strategies-for-ddos-mitigation-in-2025-and-beyond/
https://www.gtt.net/us-en/resources/blog/navigating-the-surge-effective-strategies-for-ddos-mitigation-in-2025-and-beyond/
https://www.gtt.net/us-en/resources/blog/navigating-the-surge-effective-strategies-for-ddos-mitigation-in-2025-and-beyond/
https://www.gtt.net/us-en/resources/blog/navigating-the-surge-effective-strategies-for-ddos-mitigation-in-2025-and-beyond/
https://www.gtt.net/us-en/resources/blog/navigating-the-surge-effective-strategies-for-ddos-mitigation-in-2025-and-beyond/
https://www.gtt.net/us-en/resources/blog/navigating-the-surge-effective-strategies-for-ddos-mitigation-in-2025-and-beyond/
https://www.gtt.net/us-en/resources/blog/navigating-the-surge-effective-strategies-for-ddos-mitigation-in-2025-and-beyond/
https://www.gtt.net/us-en/resources/blog/navigating-the-surge-effective-strategies-for-ddos-mitigation-in-2025-and-beyond/
https://www.gtt.net/us-en/resources/blog/navigating-the-surge-effective-strategies-for-ddos-mitigation-in-2025-and-beyond/


SP SPSP

DDoS attacks
arriving from
transit/peerin

g

Good traffic 
tunneled to 

edge or cust

ingress from 
transit/peering

egress to 
subscribers

Service
Provider

Good traffic 
tunneled to 

edge or cust

BGP redirect

Scrubbing
Capacity
(<10% edge 

capacity)

Netflow
Detect

(out -of -band)

Problems of legacy ‘detect and redirect’ solution ( cont )

4) BGP propagation
5) Backhaul large 
DDoS traffic in core
6) Costly scrubber
7) Limited capacity
8) Low visibility



Scrubbing vs Attack Size & Network Capacity

Edge Mitigation
Leverage real -time data and analytics 

to deliver intelligent automation

Edge Capacity
Typically, 1 to 10s of Terabits/sec

Scrubbing Capacity
>90% attacks mitigated at Provider Edge 

<10% protected by scrubbing Scrubbing Zone

Edge Mitigation
Zone

Cloud / Blackhole
Zone

Scales to 10s of Terabits

of DDoS Protection

~20% of Edge Capacity

100% Edge Protection

Size of 
Attack

Volumetric, Reflection & 
Amplification Attacks

NTP 
MONLIST

DNS Query ANY

Memcache

TCP SYN floodUDP flood

Small Size  
Attacks

DNS water torture

L7 TLS DDoS

TCP session

Slowloris



Inspection Pipeline

Fully dynamic and programmatic detection without the need of signature update. The basic principle is 
as follow:

Traffic signature (pattern) = (1) destination IP + (2) protocol + (3) port + (4) payload + ……

8

Dynamic 
detected 

target 
IPs

TCP

UDP

ICMP

…
…

Dynamic 
detected 
ports(s)

Payload 
Layer 7

Pkt -
length

TTL

…
…• Pipeline and refining process

• Without hard -coding

DDoS

MX flexible -match firewall filter

Traffic

Attack vector

Traffic signature

3-way-handshake in visiting a http server
<http IP>, tcp, dst port 80, length=64, SYN
<http IP>, tcp, dst port 80, length=64, SYN-ACK
<http IP>, tcp, dst port 80, length=64, ACK



HPE Integral Security with Corero  
SmartWall  One



SmartWall  One (SWO) – Remote Mitigation Deployment
Fully Automated Anti -DDoS Solution

Customer Facing Services

Internet

Attackers

Legitimate

Customers

HPE-Juniper 

MX/PTX Router

Source

10.3.3.0/24

Destination

10.4.4.10/32

Web, Content, 

E-Commerce, 

SaaS 

Good 
Users

Mirror

(1:1000) Dynamic Filter 

(Tuple + Payload)

Streaming 

Telemetry

Service 
Portal

Tenant1

Tenant2

Tenant3

SWO benefits
1. Real-Time (~15s-20s) – eliminate service 

impact and downtime
2. Fully-automated – reduce OPEX
3. Simple to operate
4. Multitenancy Portal (DPaaS) – Generate 

revenue



Enhanced Accuracy + Speed of DDoS 
Detection/Mitigation

Netflow
—aggregation delay

—header only

—attack overload

Flowspec /RTBH
—BGP propagation

—header only

—limited visibility
 

Sampled Mirror
▪ immediate forwarding
▪ header and payload
▪ scales with attack

Firewall Filter
▪ Advanced silicon w/ 

flexible-match lookup
▪ header and payload
▪ streaming telemetry



HPE  Silicon Advantages



ASICs, Memory and Filter Implementation

Express

Ingress 

Egress 

Filter Filter Memory

Higher Performance

Limited Scale

Trio (Original)

External Memory

Packet Processors

Moderate Performance

Very Large Scale

Trio [XL and beyond ]

Packet Processors

Filter Filter Memory

External Memory

Combination of both

Features

Wider search keys (>320bit)

Range, prefix and exact match

Combinations of the above

Negate matches

Next term action

Count action



Classic

MX Trio Filter – Flexibility at Scale 

filter f {
    term 1 {
        from {
            source-address 1.1.1.2/32;
        }
        then {
            discard
        }
    }
    term 2 {
        from {
            source-address 1.1.1.2/32;
        }
        then {
            discard;
        }
    }
    term 3 {
        from {
            source-address 1.1.1.2/32;
        }
        then {
            discard;
        }
    }
}

Up to 256 000 terms

For Prefix Matches

Filter Program
Lorem ipsum dolor sit amet, consectetur adipiscing elit. Pellentesque 

euismod ante nunc, nec ultrices orci feugiat non. Ut efficitur pulvinar 

porttitor. Donec suscipit mi auctor nunc congue ultrices. Phasellus in 

augue odio. Fusce tincidunt arcu nibh, id bibendum risus varius at. 

Suspendisse eleifend orci eu justo hendrerit vehicula. Morbi laoreet 

elit ac nibh porta tincidunt. Pellentesque nunc purus, facilisis non 

consequat eu, pellentesque at turpis.

Quisque non elit dui. Sed pulvinar nibh felis, sit amet finibus nibh 

tristique eu. Nunc dapibus dignissim erat, sed dignissim nisi. Nullam 

at eros hendrerit, feugiat libero nec, hendrerit neque. Integer sit amet 

mauris malesuada, dictum neque nec, facilisis ex. Pellentesque non 

eros velit. Nullam ac libero nisl. Etiam eget hendrerit odio, nec 

pharetra sapien. Curabitur condimentum sapien at erat interdum 

lobortis. Vivamus ut nulla tincidunt, tincidunt ligula id, varius erat. 

Aliquam eget tellus vel orci vehicula suscipit. Aenean quis purus nisl.

Donec ac iaculis felis. In ultricies ultricies tincidunt. Vestibulum 

interdum velit velit, a ullamcorper massa euismod ac. Class aptent 

taciti sociosqu ad litora torquent per conubia nostra, per inceptos 

himenaeos. Pellentesque ac sodales nisi, sit amet viverra tellus. 

Aenean vitae mi non ex commodo placerat. Integer pretium diam ut 

congue consectetur. Suspendisse ut nisi in enim ornare gravida 

rutrum vel elit. Praesent turpis lacus, ullamcorper nec nisi id, 

ullamcorper molestie leo.

1 .. N

Counters
Policers

Configuration NPU External Memory

Any MX line card

Largest possible scale among routing platforms

Fast Lookup :

filter f {
    term 1 {
        from {
            source-address 1.1.1.2/32;
        }
        then {
            discard
        }
    }
    term 2 {
        from {
            source-address 1.1.1.2/32;
        }
        then {
            discard;
        }
    }
    term 3 {
        from {
            source-address 1.1.1.2/32;
        }
        then {
            discard;
        }
    }
}

Up to ~ 3 500 terms

1 .. N

Counters
Policers

Configuration

External

MX line card with TRIO2 and beyond

Internal

NPU Memory

1 .. N

Prefix Match

1 .. N

Range Match

Up to five times performance improvement over regular

14

Filter Program
Lorem ipsum dolor sit amet, consectetur adipiscing elit. Pellentesque 

euismod ante nunc, nec ultrices orci feugiat non. Ut efficitur pulvinar 

porttitor. Donec suscipit mi auctor nunc congue ultrices. Phasellus in 

augue odio. Fusce tincidunt arcu nibh, id bibendum risus varius at. 

Suspendisse eleifend orci eu justo hendrerit vehicula. Morbi laoreet 

elit ac nibh porta tincidunt. Pellentesque nunc purus, facilisis non 

consequat eu, pellentesque at turpis.

Driving Microcode
Lorem ipsum dolor sit amet, consectetur adipiscing elit. Pellentesque 

euismod ante nunc, nec ultrices orci feugiat non. Ut efficitur pulvinar 

porttitor. Donec suscipit mi auctor nunc congue ultrices. Phasellus in 

augue odio. Fusce tincidunt arcu nibh, id bibendum risus varius at. 

Suspendisse eleifend orci eu justo hendrerit vehicula. Morbi laoreet 

elit ac nibh porta tincidunt. Pellentesque nunc purus, facilisis non 

consequat eu, pellentesque at turpis.

TRIO 

FILTER IMPLEMENTATION



PTX ASIC Filter Implementation

Search keys are configured per filter

O(1) search time target, TCAM -like

Combination of tree,

hash -table and associative arrays (TCAM)

Express 4 Filters - Foundation

https://community.juniper.net/blogs/dmitry-bugrimenko/2022/06/30/express-4-filters-foundation
https://community.juniper.net/blogs/dmitry-bugrimenko/2022/06/30/express-4-filters-foundation
https://community.juniper.net/blogs/dmitry-bugrimenko/2022/06/30/express-4-filters-foundation


MX/PTX Firewall Filter Flexible Match
e.g.  NTP MONLIST

1st  byte of UDP 12th byte of UDP

Flex match: 
start from layer 4 (UDP)
Byte -offset 11 means the 12th Byte
Match for 8 bits
Mask = 0xFF = 1111 1111 (compare all bits)
Pattern = DEC 42 = HEX 2a

HPE Internal Use Only



MX /PTX  firewall filter flexible match ( cont )
example: TCP SYN ACK FLAG set

17

Flex match: 
start from layer 4 (TCP)
Byte-offset 13 means the 14th Byte
Match for 8 bits
Mask = 0x17 = 0001 0111 (only to compare the set position)
Pattern = DEC  18 = HEX 12 = 0001 0010

0001 0010

1st byte of TCP 14th byte of TCP



MEMCACHED ATTACKS and say “ SORRY ” TO 
PHUNUONLINE.COM.VN



ephemeral database model
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C2

C3

C4 Ephemera
l Instance 

2

D1

D2

Clients
(on/off box)

JUNOS
Daemons

C1

CLI / 
Netconf

Netconf
D3

D4

VALIDATION

COMMIT 
SCRIPTS

Ephemera
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1
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e
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example: programming ephemeral via netconf  in pyez

This will make 100 commits to firewall filter with random IP addresses:

20

from jnpr.junos import Device

from getpass import getpass

from jnpr.junos.utils.config import Config

import sys

import random

#hostname = input("Device hostname: ")

hostname = "e2-e11"

#username = input("Device username: ")

username = "aelita"

password = getpass("Device password: ")

# NETCONF session over SSH

dev = Device(host=hostname, user=username, 
passwd=password)

try:

    dev.open()

except Exception as err:

    print (err)

    sys.exit(1)

with Config(dev, mode='ephemeral', 
ephemeral_instance='inst1') as cu:

    set_string = ''

    for K in range(1,100):

        a = str(random.randint(1,223))

        b = str(random.randint(0,255))

        c = str(random.randint(0,255))

        d = str(random.randint(0,255))

        set_string += 'set firewall family inet filter 
eph term A from source-address 
'+a+'.'+b+'.'+c+'.'+d+'/32\n'

        cu.load(set_string, format='set')

        cu.commit()

dev.close()



Trio ASIC evolution
Track record of unmatched longevity

Full 800GE support 
with Advanced Service 

Intelligence

Trio 7 (XT)

2009 2012 2014 2016 2019

2009 2012 2014 2016 2019 2021 2025

Trio 1
LU, MQ, QX

65nm

40G / chipset

160G / slot

Trio 2
LU, XM

65 / 40nm

130G / chipset

260G / slot 

Trio 3
XL, XM, XQ

40nm

240G / chipset

480G / slot 

Trio 4
EA

28nm

400G / chip

1.6T / slot

Trio 5
ZT

16nm

500G / chip

4T / slot 

Trio 6
YT

7nm

1.6T / chip

9.6T / slot 

Trio 7
XT

3nm

3.2T / chip

400GE 400GE 800GE

3x performance

Power efficiency

Built -in 400GE

Integrated MACsec

Telemetry export

Integrated H -QOS

Turbo filters

Large scale H -QOS

Route and flow scale increase

Phy  timestamping

Fully programmable packet processing

21



Flexible filters 
with real integrated DDoS protection

Proven performance
12M FIB, 80M RIB, 16K VRF, 4M flow, 

256K FILTERS, 64K SUBS, 512K queues

3.2 Tbps  packet forwarding engine
1GE to 800GE on one ASIC

Rich telemetry
highest sampling and export rates

~33% Power efficiency improvement
Better TCO

Superior flexibility higher and 
flexible fan out (64 interfaces per XT)

320 processing cores
for massive parallelism

Inline MACsec
at 800G and IPsec support

22

Introducing Trio 7 (XT)
Continuing Juniper’s legacy of silicon leadership

22

Investment protection    |    backward compatibility    |    fully programmable processing  

Full 800GE support
3nm technology

Trio 7 (XT)



Future -proof MX portfolio
1G / 10G / 100G / 400G generation powered by Trio

23

1.6T -4.8T
12 x 400GE
48 x 100GE

1.6T
4 x 400GE
16 x 100GE

MX304

2RU, Compact

MX301*

1RU, Compact

80T
160 x 400GE
800 x 100GE

12T
120 x 100GE
528 x 10GE

MX2008/2010/2020

24RU - 45RU, Modular

MX240/480/960

5RU – 16RU, Modular

Classic

Trio 6 Trio 3 -5

Compact

400G
8 x 10GE

4 x 100GE

MX204

1RU, Compact

Trio 4

38.4 -76.8T
192 x 400GE
768 x 100GE

MX10004, MX10008

7RU – 21RU, Modular

Trio 4/6

Modular



Next Gen MX portfolio 
1G / 10G / 100G / 400G generation

24

MX10000 Line Cards

38.4 -76.8T
192 x 400GE
768 x 100GE

MX10004, MX10008

7RU – 13RU, Modular

Trio 4/6

Modular MX10000

4.8T
12 x 400GE
48 x 100GE

1.6T
4 x 400GE
16 x 100GE

MX304

2RU, Compact

MX301

1RU, Compact

Compact

Trio 6 Trio 6

MX304 -LMIC20S

2H2026

NEW

MX10K – RE3

NEW

4.8T
4 x 400GE
44 x 100GE

9.6T
24 x 400GE
96 x 100GE

LC4800

48 x 100GE SFP

LC9600

24 x 400GE

3.2T
4 x 800GE/8 x 400GE, 

or 32 x 100GE

4.8T
4 x 400GE
44 x 100GE

LC3200

Multiple MICs

LC4802

48 x 100GE QSFP

Trio 6 Trio 6 Trio 6 Trio 7

NEW 1H 2027



Design

Express ASICs, Silicon Powering PTX Routers

2012 2016 2019 2020

Broadway ZXParadise

IPFIX / JFlow

Telemetry

MACSEC up to 100GE

Optimized for Density, Power and Scale

8M Statistics Counters

BT

2M+ FIB

Flexible Packet Processing

Lean Forwarding

500G/chip
3T / slot 

3T / RU - fixed

1T/chip

8T and 16T fixed

3.6T/chip
14.4T / slot 
 9.6T fixed

120G/chip
1T / slot 

2023+

BX

28.8T/chip
28.8T / slot 
28.8T fixed

SRv6, HQoS, BIER

Features

Slot Capacities, Gbps

MACSEC up to 400GE MACSEC up to 800GE

Express 4Express 3 Express 5

Native IPFIX Export

10M+ FIB

INT-MD

Designed for 800GE

Express 2Express 1

KX

Express 6



BX / Express 5 Taxonomy

Shared

 Forwarding 

Tables
WAN

On -die 

Deep Packet

Buffer

Packet Processing Pipeline 1

Fabric

Packet Processing Pipeline 0 4.96 Bpps  per chip 
total
2.48 Bpps per packet 
processor
1.24 Bpps  per filter instance

Assuming two filter operations per packet

Filter Block Instance 0
Logic and Memory

High -scale, feature -rich 

Shared between ingress and egress

Filter Block Instance 
0

Logic, Memory
Filter Block Instance 

1
Logic, Memory

Filter Block Instance 
0

Logic, Memory
Filter Block Instance 

1
Logic, Memory

Egress 
Filter

Logic, memory

Egress 
Filter

Logic, memory Egress Filter
Logic, memory

Low -scale, high -performance

Egress only

System

Package

Die



10001 -36MR

1RU

10003

3RU

Express 4Express 3

10002 -36QDD

2RU

Express 5 

Full PTX Fixed Portfolio, 2020 -2028
100GE, 400GE, 800GE and 1.6TE Generation

10002 -60MR

2RU

OR
16 × 400GE
80 × 100GE

OR 32 × 400GE
160 × 100GE

16T

8T

9.6T 28.8T 14.4T

1H2026

10002 -36CD

2RU

14.4T

2H2026

10002 -36 -OD

2RU

28.8T

OSFP

OSFP

10002 -36 -ODS

2RU

28.8T

2H2026

36x1.6TE 72 x 800GE

57.6T 57.6T

10003 -36 -OD 10003 -72 -OD

2H2027 2H2027

Express 6 

3RU 3RU

24x400G,
12x100G 36 x 800G 36 x 800G 36 x 800G

12 x 800G,
48 x 100G

18 x 800G 
OR 

36 x 400G



PTX10008

13RU

PTX10K Modular

1201 -36CD

1202 -36MR

Express 4

PTX Modular Portfolio
Industry’s largest density of 800GE with 648 x 800GE OSFP/QSFP ports

PTX10004

7RU

4 -slot
8 -slot

PTX10016

21RU

16-slot
OR 36 × 400GE

144 × 100GE

14.4T

4.8T

AND
4 × 400GE

32 × 100GE

1301 -36DD

Express 5

OR
36 × 800GE
72 × 400GE

28.8T

PTX12K Modular

54OSFP

54x800GE OSFP

43.2T

54x800GE QDD

Express 5

PTX12012

32RU

PTX12008

22RU

54QDD

43.2T

PTX12K -LC54OSFP PTX12K -LC54QDD
8 -slot
54x800G

E

8 -Slot
432x800G

12-Slot
648x800G

115.2T230.4T230.4T
345.6T 518.4T



AI -Native, intent -based automation
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Plan Orchestrate Assure Optimize Assure Optimize

Simple and intuitive for operators

Granular device control

Network planning, advanced traffic engineering 
and orchestration

Multivendor and customizable

Real -time network status visibility and analytics

Proactively detect and remediate routing issues

Simplify and automate operations

AI -based fault detection and root cause analysis

AI -assisted troubleshooting (LLM Connector)

Reliable performance for the AI era

Self -hosted (On -Prem)

Routing Director Routing Assurance
Cloud -delivered

Confidential | Authorized HPE partner and HPE customer use only



Mist Routing Assurance with AIOPs

• Easily adopt industry leading MXs 
for routing 

• Proactively detect and remediate WAN 
issues before they impact users

• Simplify and automate operations,  
boosting productivity

• Reduce MTTR with root cause analysis 
and actionable insights

Official product launch June 5, new features added weekly

Juniper Mist Routing Assurance Campus Branch

Data center

WAN

Enterprise Private 
WAN

Service Provider 
Core & Internet

Internet 
Peer

Co -Lo DC
Private Cloud Azure AWS

Campus and Branch Edge (CPE) Private WAN Edge  |  Internet Edge/Peering  |  Cloud Connect 

Can I help you?

Confidential | Authorized HPE partner and HPE customer use only 30



Demo – DNS Flood Mitigation



Customer References



CONFIDENTIAL

China Top3 sp  international backbone

• 12 international POPs

• DDoS protection as a service to customers by multitenancy portal

• End -to-end solution offering by Juniper
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Why customer chooses TDD?
Create MX differentiation and single vendor solution 
(Cisco needs to partner with Arbor), fast mitigation and 
simple in operation (no change in data flow)



Large ott  in japan (official supporter of Tokyo olympic )

34

Official supporter of Tokyo Olympic Internet -based information and navigation services ( including:  
Web/App or internet search engine systems and services, Weather information)

540Gbps DDoS attack in Rio 2016
https:// www.tripwire.com /state -of -security/security -data -protection/cyber -security/how -a-
massive -540 -gbsec -ddos -attack -failed -to-spoil -the -rio -olympics/

Why customer chooses TDD?
Fast mitigation, scalable, ease of use and simple 
setup



Large research network in AUSTRALIA

Internet services provider to Australian education and research partners

- Protect network infrastructure and offer anti -DDoS service to universities and research partners via 
multitenancy portal

- Flexible config tool to whitelist the giant UDP compute data transfer between DCs

35

Stats and flex info visibility



SEATH SP

Internet & cloud service provider with submarine cables across 
ASEAN POPs

Pain points

— Legacy (Cloudflare) solution is too slow and complex in 
operations

— Manual  operations, e.g.  submit tickets to Cloudfare  to announce 
customer prefixes for mitigation

— Volumetric DDoS from overseas PoPs  consumes a lot of BW 
causing service impact

Why do we win?

— Full automation and fast reaction time

— Ease to deploy in overseas PoPs

— Block volumetric DDoS before entering submarine cable 
network

— Save  expensive submarine cable resource for customer’s real 
traffic

Protect Networking Infrastructure & Save Expensive Submarine Cables Resource



Top Service Provider in APJ
Real -time Mitigation in 15s



Sure Telecom
https://www.sure.com/guernsey/latest -news/2020/sure -begins -multimillion -pound -network -
upgrade -project/

Linode  (North America)
https://www.juniper.net/content/dam/www/assets/case -studies/us/en/linode.pdf
https://www.youtube.com/watch?v=E3C74d3hC5c

GARR (Italy)
https://www.juniper.net/gb/en/company/press -releases/2020/pr -2020 -10-26 -00 -00.html
https://go.corero.com/hubfs/3.%20Website%20Content/1.%20Asset%20Downloads/2.%20Case%20
Studies/Corero -Juniper -GARR -Case -Study.pdf

Plusnet  (Germany)
https://newsroom.juniper.net/news/news -details/2021/Plusnet -Chooses -Juniper -Networks -and -
Corero -Joint -Security -Solution -to-Stop -DDoS -Attacks -in-Seconds/default.aspx
https://www.sourcesecurity.com/news/corero -network -security -juniper -networks -provide -co -7165-
ga -co -1602672655 -ga.1625218166.html
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