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M˚c l˚c

ÅGiːi thiʼu hʼ thˆng

ÅCh˞c nłng c§c th¨nh phʜn

ÅLuˈng hoʖt ľˎng

ÅMˎt sˆ kʴt quʘ triʸn khai
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Giːi thiʼu hʼ thˆng

Ňʬc ľiʸm

ÅPh§t hiʼn, cʘnh b§o và giʘm thiʸuc§c cuˎc tʚn c¹ng 
DDoS błng th¹ng lːn, ľʴn h¨ng trłm Gbps, hoʬc ľʴn h¨ng 
ch˚c triʼu pps.

Ph§t triʸn

ÅTrung t©m Phʜn mʶm Viettel.

ÅTrung t©m An ninh mʖng Viettel.

ćp d˚ng

ÅViʼt Nam, Campuchia, Mozambique.
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Sɿ ľˈ c§c th¨nh phʜn hʼ thˆng

RTBH

Customers

Detect 
attacks

Update 
infomation

Filtered traffic

IGW International Gateway
DGW Domestic Gateway
RTBH Remote Triggered Black Hole
P Provider Router
PE Provider Edge Router
NOC Network Operation Center
SOC Security Operation Center
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Lʁu ľˈ hoʖt ľˎng

RTBH

Customers

Detect 
attacks

Update 
infomation

Filtered traffic

1.GatewayƎ֒ƛ NetflowŚԀƴ Detection
2.DetectionǇƘłǘ ƘƛԄƴ Śԓǘ ǘӳƴ ŎƾƴƎ
3.DetectionƎ֒ƛ ŎӲƴƘ ōłƻ ŚԀƴ Portalvà Scrubber
4. PortalƎ֒ƛ ƭԄƴƘ ŎӷǇ ƴƘӷǘ ŚԆƴƘ ǘǳȅԀƴ ŚԀƴ RTBH

RTBHŎӷǇ ƴƘӷǘ ŚԆƴƘ ǘǳȅԀƴ ŚԀƴ Prouter
PǊƻǳǘŜǊ ƭłƛ ƭԜǳ ƭԜԓƴƎ ǉǳŀ Scrubber

5.Scrubberƭƻӱƛ ōԈ ƭԜǳ ƭԜԓƴƎ ǘӳƴ ŎƾƴƎΣ Ǝ֒ƛ ƭԜǳ 
ƭԜԓƴƎ ƭŁƳ ǎӱŎƘ Ǿԁ PErouter

6.ScrubberŎӷǇ ƴƘӷǘ ƪԀǘ ǉǳӲ ŎƘƻ Portal
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Gateway gˢi Netflow vʶ Detection

Netflow

ÅLà mˎt giao th˞c dùng ľʸ thu thʢp th¹ng tin vʶ lʁu 
lʁ˘ng truy cʢp qua c§c thiʴt bˀ tr°n mʖng.

ÅGateway bʢt Netflow, gˢi ľʴn Detection.

Netflow Exporter Netflow Exporter

Netflow Collector

ÅSource IP address, Destination IP address, Source port, 

Destination port, Layer 4 protocol, Packet size
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Detection ph§t hiʼn tʚn c¹ng DDoS

Key Features

ÅAbility to detect and filter out only malicious traffic flowing into or from your network.

ÅFlexible detection engine with support for DoS/DDoS attack types: amplification (NTP, 

SNMP, SSDP, DNS, GRE, chargen and other), floods (UDP, TCP, ICMP), attacks on tcp 

protocol (syn, syn-ack, fin floods), attacks on IP protocol (fragmented packets) and other.

ÅFast detection time: 5 seconds for port mirror mode and 5- 45 seconds for Netflow.

ÅScalable up to Terabits (multiple existing deployments with 1+ Tbps of traffic).


