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6" highest IPv6 deployment worldwide

CcC Country IPv6 Capable IPv6 Preferred Samples

IN  India, Southern Asia, Asia 67.65% 67.34% 54,014,308
BE Belgium, Western Europe, Europe 57.39% 56.87% 640,847
US United States of America, Northern America, Americas 55.62% 54.85% 25,709,559
YT Mayotte, Eastern Africa, Africa 51.17% 50.87% 9,750
DE Germany, Western Europe _Flrope 41 72% 41.15% 3,709,790

< VN Vietnam, South-Eastern Asia, Asia 39.74% 38.98% 4,623,586 >

MY Malaysia, South-Eastern Asia, Asia 39.68% 39.17% 3,729,904
GR Greece, Southern Europe, Europe 38.50% 38.28% 1,243,927
TW Taiwan, Eastern Asia, Asia 36.27% 34.07% 2,341,551
GF French Guiana, South America, Americas 34.61% 34.48% 34,315
JP  Japan, Eastern Asia, Asia 33.96% 32.18% 3,380,675
FI  Finland, Northern Europe, Europe 33.28% 32.10% 248,630
FR France, Western Europe, Europe 33.20% 32.57% 4,445,794
GB United Kingdom of Great Britain and Northern Ireland, Northern Europe, Europe 31.38% 30.98% 3,149,206
CH Switzerland, Western Europe, Europe 31.19% 30.78% 304,277

APNIC C:)




ashi Phuntsho ¢
Senior Network Analyst/Technical Trainer

George Michaelson (  ggm@apnic.net )
Product Manager, Registry



mailto:tashi@apnic.net

APNIC

Why should we bother?




Why should we bother?

A As a Manager

Il dono6ot want to be front page neyv
actual newspaper for routing errors

APNIC




Why should we bother?

A As a Manager

Il dono6ot want to be front page neyv
actual newspaper for routing errors

A As a network user

il dondt want the basis of trust I
when my bank, hospital and tax department depend on it

APNIC




Why should we bother?

A As a Manager

il dono6ot want to be front page neyv
actual newspaper for routing errors

A As a network user

il dondt want the basis of trust I
when my bank, hospital and tax department depend on it

A As operators of national  -strategic infrastructure

I This is now critical infrastructure for everyone. We have
obligations to the community
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Headlines

How Verizon and a BGP Optimizer
Knocked Large Parts of the Internet
Offline Today

24 Jun 2019 by Tom Strickx.

?& Andrﬁe Toonk  tow Cloudflare BGP Optimizer

3 . Split 104.16.16.0/20
Quick dumps through the data, showing ito two /21

about 2400 ASns (networks) affected. ———
Cloudflare being hit the hardest. Top 20
of affected ASns below

sourceAS=13335 i DQE

& Allegheny
sourceAS=4323
— [

63949

sourceAS=2828 Transit network T

source 769

104.16.16.0/21
and 104.16.24.0/21
via Allegheny

then DQE
thenT
source Verizon then Cloudflare
source 08 m
https://twitter.com/atoonk/status/1143143943531454464/photo/1 https://blog.cloudflare.com/how-verizon-and-a-bgp-optimizer-knocked-large-parts-of-the-internet-offline-today/amp/
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Headlines

BGP BGPmon.net Following g
f @bgpmon

looking into BGP leak incident involving <>
@google prefixes, AS37282 out of Niger |
and China Telecom.

3:40 AM - 13 Nov 2018

54 Retweets 48 Likes “e.‘, 5 b - °¢l

MainOne o

GManoneserice

Follow
We have investigated the advertisement of
@Google prefixes through one of our
upstream partners. This was an error during
a planned network upgrade due to a
misconfiguration on our BGP filters. The error
was corrected within 74mins & processes put
in place to avoid reoccurrence

P13 N

s ol @O A

e o
Gthousandeyes

BREAKING: Potential hijack underway.
ThousandEyes detected intermittent
availability issues to Google services
from some locations. Traffic to certain
Google destinations appears to be
routed through an ISP in Russia & black-
holed at a China Telecom gateway
router.

>'>~°

2:57 AM - 13 Nov 2018

600 eeets 525Likes 8 (B Q@ HIE A E

© Node (with forwarding loss)

ChinaTel: g net
13..158

IP Address 217.150.59.249

Prefix 217.150.32.0/19

Network

217..249 Location
J DScCP

Forwarding Loss
Loss Frequency
Avg. Response

05...212
— >0 . —

https://blog.thousandeyes.com/internet-vulnerability-takes-down-

google/

JSC Company TransTeleCom (AS 20485)
Komi Republic, Russia
Best Effort (DSCP 0)

100% (12 of 12 packets)
Noisy
222 ms

...... __e

216..127
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Headlines

dl'S TECHNICA

Suspicious event hijacks Amazon traffic
for 2 hours, steals cryptocurrency

Almost 1,300 addresses for Amazon Route 53 rerouted for two hours.

DAN GOODIN - 4/25/2018, 1:30 AM

Internetintelligence { ™
Follow )
@lInternetintel .

BGP hijack this morning affected Amazon
DNS. eNet (AS10297) of Columbus, OH
announced the following more-specifics of
Amazon routes from 11:05 to 13:03 UTC
today:

205.251.192.0/24

205.251.193.0/24

205.251.195.0/24

205.251.197.0/24

205.251.199.0/24

7:52 AM - 24 Apr 2018
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I;iii‘ Kevin Beaumont ﬂ & @GossiTheDog - Apr 24, 2018 L J

N MyEtherWallet subject to a DNS hijack. DNS was redirected via
AWS DNS to a server in Russia, Ether stolen. Server is https only
so users clicked through certificate errors.

H Doug Madory

@DougMadory

Maybe related to this: twitter.com/Internetintel/...

Internetintelligence @Internetinte

BGP hijack this morning affected Amazon DNS. eNet (AS10297) of
Columbus, OH announced the following more-specifics of Amazon
routes from 11:05 to 13:03 UTC today:

205.251.192.0/24

205.251.193.0/24

205.251.195.0/24

205.251.197.0/24

205.251.199.0/24

2 9:23 PM - Apr 24, 2018 o

Amazon,
Resolver, what is the IP for
what is the IP for myetherwallet.com ?
myetherwallet.com ? = —_—

= il A
./// Z
/-\tet me askthe 7 Ex
authorit 4 e
S Y n Attacker
) Cm!
10.0.0.1 "TOTALLY REAL”
b o LN _~ 205.251.195.x
\ ~_ ~_
\
\ Client, Resolver,

its 192.168.1.xx its 192.168.1.xx

.t
\\
\\\
Hello 192.168.1.xx, (]
This is my user/password 192.168.1.xx

https://blog.cloudflare.com/bgpeaksand-crypto-currencies
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Headlines
Large BGP Leak by Google

Disrupts Internet in Japan

h // Aug 28, 2017 // Doug Madory

Before (JP - >JP)
After JP  ->JP)

https://dyn.com/blog/largebgp-leakby-googledisruptsinternet-in-japan/




