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Increasing MANRS adoption

A The IXP Program builds on the success of the MANRS initiative, which now
has more than 200 members. We expect the number of network operators to
reach 300 by the end of 2019.

A IXPs are important partners in the MANRS community. Each of them forms a
local community with a common operational objective. They can also tangibly
contribute to significantly improving routing security.

A The IXP Program will help IXPs build safe neighborhoods, leveraging the
MANRS security baseline.

A So far 36 IXPs have joined MANRS IXP Program
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Leading IXPs around the world |oined the program
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Action 1. Help prevent propagation of incorrect routing
iInformation (Mandatory)

The IXP implements filtering of route announcements at the Route Server
based on routing information data (IRR and/or RPKI)



Action 2. Promote MANRS In the IXP membership
(Mandatory)

Action 2-1: Offer assistance to its members to maintain accurate routing
Information in an appropriate repository (IRR and/or RPKI)

OR

Action 2-2: Offer assistance in implementing MANRS ISP Actions for the
members

OR

Action 2-3: Indicate MANRS participation on the member list and the website
OR

Action 2-4: Provide incentives linked to MANRS readiness



Action 3. Protect the peering platform

The IXP has a published policy of traffic not allowed on the peering fabric
and performs filtering of such traffic.



Action 4. Facilitate global operational communication and
coordination between network operators

The IXP facilitates communication among members by providing
necessary mailing lists, and member directories.



Action 5. Provide monitoring and debugging tools to
participants

The IXP provides a looking glass for its members.
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Why are we doing this?



We Are In This Together

Network operators and IXPs have a
responsibility to ensure a globally
robust and secure routing
Infrastructure.

Operatordos networ k saf et
actions of other players that weed out bad

actors and accidental misconfigurations that
wreak havoc on the Internet.

IXPs play an important role.

The more network operators and IXPs work
together, the fewer incidents there will be,
and the less damage they can do.
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MANRS Observatory Data - Viet Nam

Viet Nam

COUNT

CULPRITS

INCIDENTS

FILTERING
ANTI-SPOOFING
COORDINATION

GLOBAL VALIDATION IRR
GLOBAL VALIDATION RPKI

100%
60%
98%
96%
0%
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MANRS Observatory Data - Viet Nam

MANRS Readiness ©

literin nti-spoofin oordination obal Validation obal Valigation
Filtering Anti-spoofing @ Coordination @ Global Validation IRR @ Global Validation RPKI @

60% 98%

0.10% > 0.00% -

® Ready @ Aspiring ® Lagging
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MANRS Observatory Data - Viet Nam

State of Routing Security

Number of incidents, networks involved and quality of published routing information in the IRR and RPKI in the selected region and time period

Incidents o Culprits o Routing completeness (IRR) o Routing completeness (RPKI) o
Total Route misoriginations Total Culprits 3 Total Unregistered 1% Total Valid 0%
8 Route leaks 3 100% Registered 99% 100% Unknown 100%
Bogon Invalid 0%
announcements

Route misoriginations M Route leaks

B Bogon announcements

B Culprits

B Unregistered MW Registered

B Valid W Unknown N Invalid
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ASN

MANRS Observatory Data - Viet Nam

Holder

VNPT-AS-VN VNPT Corp
FPT-AS-AP The Corporation for |
VIETEL-AS-AP Viettel Group
QTSC-AS-VN Quang Trung Softy
MOBIFONEGLOBAL-AS-VN Mok

VIB-AS-VN Vietnam Internation|

Country

VN

UN Regions

Asia
Asia
Asia
Asia
Asia

Asia

UN Sub-Regions

South-eastern Asia
South-eastern Asia
South-eastern Asia
South-eastern Asia
South-eastern Asia

South-eastern Asia

RIR Regions

APNIC
APNIC
APNIC
APNIC
APNIC

APNIC

Filtering =

69%

79%

90%

90%

90%

100%

Anti-spoofing

60%
100%
49%
60%
60%

60%

Coordination

100%
100%
100%
100%
100%

100%

Global Validation

IRR

100%

99%

100%

100%

100%

Global Validation

RPKI

100%
0%
0%
0%
0%

0%
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MANRS Observatory Data - Viet Nam

History

January 2019 - July 2019

Incidents i Culprits o Routing completeness (IRR) i Routing completeness (RPKI) i
30 10 100% 100%
0 1 0 0% 0%
Jan19 Jul19 Jan19 Jul19 Jan19 Jul19 Jan19 Jul19
Route misoriginations Route leaks Culprits Unregistered Registered Valid Unknown Invalid

Bogon announcements
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LEARN MORE:

IXP Program
https://www.manrs.org/ixp

Network Operators:

https://www.manrs.org/isp



MANRS Online Tutorial

Hosted by APNIC Academy
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